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Abstract

Marketing personalization requires firms to collect information that they can use to

personalize their products or services, which might raise consumer privacy concerns.

Prior studies on construal level theory suggest that happier Internet users would

likely take future rewards in social exchanges (e.g., personalization–privacy trade‐

offs) into greater consideration. Building on both social exchange and construal level

theories, this article investigates the extent to which happiness with the Internet

drives the personalization–privacy paradox, as well as the moderating role of ex-

perience sharing frequency as a proxy for reciprocity. An online survey administered

to a representative sample of French consumers (n = 649) largely confirms the

predictions. Happiness with the Internet is the strongest driver of willingness to

disclose information in exchange for personalization, surpassing conventional

privacy‐related constructs (e.g., trust and risk beliefs). In line with social exchange

theory, reciprocity has an important influence on online social exchanges too.
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1 | INTRODUCTION

With the development of the Internet and related information and

communication technologies, marketers today can tap into the po-

tential of many online channels when they communicate with con-

sumers. The abundant availability of information collected from

Internet users also enables brands to personalize their communica-

tion efforts in ways that would have been too complex to achieve

before the Internet and mobile eras (Hayes et al., 2021; Johnson

et al., 2020; Rafieian & Yoganarasimhan, 2021). Personalization, de-

fined as the “ability to proactively tailor products to tastes of in-

dividual consumers based upon their personal and preference

information” (Chellappa & Sin, 2005, p. 181), in turn has become a

highly salient topic. As social exchange theory proposes (Blau, 1964),

disclosing personal information to get personalized recommendations

represents a social exchange, and marketing exchanges represent an

estimated 70% of the economic impact of the data‐driven economy

(Deighton & Johnson, 2013). Yet these benefits are constrained by

privacy concerns (Bright et al., 2021; Maseeh et al., 2021; Song et al.,

2021), and consumers are skeptical about the benefits they receive in

exchange for their personal profile data. These challenges create a

personalization–privacy paradox (Awad & Krishnan, 2006; Cloarec,

2020; Sutanto et al., 2013).

Prior literature investigating disclosure willingness tends to rely on

cognitive frameworks (Martin & Murphy, 2017), but we argue that

marketers should attend to consumers’ affective states, which often guide

their decision making (Bagozzi & Nataraajan, 2000; Meyer‐Waarden &

Cloarec, 2021). Disclosing information in return for personalization is a

social exchange, for which the reward (i.e., personalization) occurs after a

time delay (Blau, 1964). This psychological distance causes the decision‐

making process to be construed at an abstract level (Trope & Liberman,

2000, 2003), which in turn implies that affective states likely have a

central role (Chen & Wyer, 2015; Williams et al., 2014). In particular, the

pursuit of happiness is essential (Lyubomirsky et al., 2005) and perceived
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as more important than good health, being attractive, earning a high

income, experiencing love, or finding a purpose in life (Diener & Oishi,

2004). Because it represents a universal goal (Diener, 2000; Diener et al.,

1995), marketers indicate growing interest in determining how firms

might affect consumers’ happiness (Isen et al., 2004; Mogilner & Aaker,

2009). For example, consumers who engage more in experiences, rather

than purchasing material goods, can increase their level of happiness

(Carter & Gilovich, 2010, 2012; Dunn et al., 2011; Rosenzweig & Gilovich,

2012), because positive experiences have stronger effects on happiness

than material purchases (Bhattacharjee & Mogilner, 2014; Hsee et al.,

2009; Nicolao et al., 2009; Van Boven & Gilovich, 2003). Hedonic uses of

information technologies (e.g., browsing the Internet) also can make

people happier, by enabling them to pursue self‐filling value (van der

Heijden, 2004). In addition, the rise of empathetic artificial intelligence

that can express and assess affect has enhanced service marketing cap-

abilities (Huang & Rust, 2018), which also should contribute to con-

sumers’ happiness.

Reflecting these developments, we seek to combine social exchange

theory (Blau, 1964) with construal level theory (Trope & Liberman, 2000,

2003) to gain a better understanding of personalization–privacy trade‐

offs (Marketing Science Institute, 2018). We know of no previous mar-

keting or service management research that integrates these theories, but

with a novel rationale based on both social exchange and construal level

theory, we predict a positive effect of happiness with the Internet on

willingness to disclose information in exchange for personalization. With

this effort, we also contribute to the relatively limited stream of literature

that studies the impact of happiness with the Internet on consumer

choices (Mogilner et al., 2012) by examining the relationship between

happiness with the Internet and high‐level construal (Labroo & Patrick,

2009). We also integrate happiness with the Internet in a causal, cogni-

tive, privacy‐related model (Malhotra et al., 2004) that features a

personalization–privacy trade‐off (Awad & Krishnan, 2006). Accordingly,

we identify happiness with the Internet as a key mediator in the privacy‐

related model, which represents a contribution to privacy literature, which

usually focuses on cognitive mediators such as trust or risk beliefs (Bé-

langer & Crossler, 2011). Furthermore, in line with social exchange theory

(Blau, 1964), we acknowledge the role of reciprocity, operationalized by a

proxy (i.e., experience sharing frequency), and thereby respond to calls for

research that addresses reciprocity in privacy contexts (Schumann et al.,

2014). By integrating the moderating effects of experience sharing fre-

quency in a model imported from information systems (IS) research, we

contribute to e‐marketing literature (Taylor & Strutton, 2010) by defining

boundary conditions for an IS‐based model.

2 | BACKGROUND AND HYPOTHESES
DEVELOPMENT

2.1 | The personalization–privacy paradox as a
social exchange

Marketing personalization requires firms to collect information that

they can use to personalize their products or services, whether

overtly (i.e., inform customers that their personal information is being

collected) or covertly (Sundar & Marathe, 2010). They also might

collect three types of data: behavioral (e.g., ratings, purchase history,

cookies), social (e.g., friends’ activities on Facebook), and geolocation

(e.g., when the GPS is activated on smartphones or connected ob-

jects) (Toch et al., 2012). Such personal data represent resources for

social exchanges (Foa & Foa, 1974), such that information is a social

commodity (Jiang et al., 2013). Therefore, social exchange theory

offers a relevant conceptual framework for investigating people's

willingness to disclose information in exchange for personalization

benefits (Martin & Murphy, 2017). Social exchange theory seeks to

understand the rules that underlie exchanges (Emerson, 1981), and

one of its main assumptions is that people try to maximize the ben-

efits they receive by providing resources that lead to a net gain. They

engage in social exchanges with the expectation that the other party

will provide some notable benefits (Blau, 1964) and meet its obliga-

tions (Holmes, 1981). The resources exchanged might be tangible

(e.g., commodities) or intangible (e.g., personal information) (Miller &

Kenny, 1986), and the parties often do not know precisely when they

will receive the reward for their contributions (Blau, 1964). Thus,

social exchanges imply an open‐ended, long‐term relationship (Molm,

1997). Cost–benefit comparisons produce overall evaluations of the

worth of social exchanges (Blau, 1964; Molm et al., 2000), which in

turn determine if people take part: If the benefits exceed the costs,

the social exchange can take place. White (2004) describes the

personalization–privacy trade‐off as a loss–benefit ratio, oper-

ationalized as perceived disclosure consequences. From a social ex-

change theory perspective, the process in which consumers disclose

private information (cost) to receive personalization (benefit) also

constitutes a social exchange (Blau, 1964).

To specify Internet privacy concerns, defined as “the degree to

which an Internet user is concerned about website practices related

to the collection and use of his or her personal information” (Hong &

Thong, 2013, p. 276), Malhotra et al. (2004) propose a causal model,

inspired by a risk–trust framework (Mayer et al., 1995; McKnight

et al., 1998) and the reasoned action paradigm (Fishbein & Ajzen,

1975). In this causal model, Internet privacy concerns influence risk

and trust beliefs, and those beliefs in turn affect users’ intentions to

share personal information. In an online marketing context, trust

beliefs reflect the degree to which people believe that a firm is de-

pendable and will protect consumers’ personal information (Gefen

et al., 2003; Grazioli & Jarvenpaa, 2000). Building trust appears more

effective than reducing risk concerns (Aguirre et al., 2015; Bleier &

Eisenbeiss, 2015; Milne & Boza, 1999). These risk beliefs reflect

perceptions of a high potential for loss, associated with the release of

personal information to a firm (Dowling & Staelin, 1994) or the de-

gree to which people believe that a firm exploits and fails to protect

their personal information, which can cause harm (Eastlick et al.,

2006; White, 2004).

Malhotra et al.'s (2004) causal model has been influential in IS

studies (Martin & Murphy, 2017) but rarely adapted to marketing

settings. Consumers are becoming increasingly aware that, to use

free online services, they must share their personal data, so the
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tension between personalization and information privacy has grown,

with considerable relevance for marketers and retailers. Internet

privacy concerns increase risk beliefs but decrease trust beliefs

(Malhotra et al., 2004), so they also affect consumers’ willingness to

disclose personal information in exchange for personalization. In

consumers’ privacy calculus, they compare the costs of providing

personal information with the benefits that they receive from mar-

keters that gain access to their personal data (White, 2004). That is, in

line with Malhotra et al.'s (2004) model, risk beliefs should decrease

disclosure willingness, whereas trust beliefs decrease risk beliefs and

increase willingness to disclose. We add the condition that the per-

sonal information being shared then evokes the reward of persona-

lized recommendations (Toch et al., 2012). Formally,

H1a: Trust beliefs increase consumers’ willingness to disclose in-

formation in exchange for personalization.

H1b: Risk beliefs decrease consumers’ willingness to disclose in-

formation in exchange for personalization.

Following recent calls for research (Aguirre et al., 2015), we focus

on concerns about information collection, or “the degree to which a

person is concerned about the amount of individual‐specific data

possessed by websites” (Hong & Thong, 2013, p. 278), as a key di-

mension of global Internet privacy concerns. Stronger information

collection concerns about the amount of individual‐specific data

possessed by firms likely lowers trust beliefs in the company and

raises risk beliefs that the data might be misused. Thus:

H2a: Information collection concerns decrease consumers’ trust

beliefs.

H2b: Information collection concerns increase consumers’ risk

beliefs.

Prior literature investigating disclosure willingness tends to rely

on cognitive frameworks (Martin & Murphy, 2017), but marketers

should attend to consumers’ affective states, which often guide their

decision making (Bagozzi & Nataraajan, 2000). To do so, we motivate

the integration of happiness with the Internet in the previous causal,

cognitive, privacy‐related model (Malhotra et al., 2004) that features

a personalization–privacy trade‐off (Awad & Krishnan, 2006).

2.2 | Don't worry (about privacy), be happy (with
the Internet)

In an online context, happiness derives from the virtual life experiences

thus enabled (Ong et al., 2015). The more Internet users derive pleasure

from their online experiences, the happier they are (Hoffman & Novak,

1996). It is not a transient emotion but rather entails powerful, long‐term

affect (Ong et al., 2015). In developed countries, access to the Internet is

a social norm that partly explains the relationship between Internet use

and happiness (Pénard et al., 2013), such that having a computer and

Internet connection relate positively to well‐being (Kavetsos &

Koutroumpis, 2011). Browsing the Internet is an experience over time, as

is necessary to affect happiness (Lyubomirsky, 2001), and addressing this

impact is highly relevant for consumers who spend more and more time

online. In turn, some researchers have investigated happiness related to

specific websites and how those websites’ features can stimulate Internet

users’ overall happiness (Ong et al., 2015). For example, well‐designed

web atmospherics can create positive affect that enhances consumers’

positive responses, though they must capture people's attention first to

be effective (Richard, 2005). Website designers and managers also con-

sider usefulness and ease of use, in terms of their impact on Internet

users’ happiness (Lin et al., 2008). In hedonic online environments, per-

ceived ease of use represents a strong antecedent of intentions to use

(van der Heijden, 2004). Furthermore, we can operationalize happiness as

a “how‐do‐I‐feel‐about‐it” heuristic, characterized as a feelings‐based in-

ference (Homburg et al., 2006).

Another stream of literature investigates the dark side of Internet use

in regard to happiness (e.g., see Munzel et al., 2018 for a synthesis). These

studies examine the time displacement hypothesis (Valenzuela et al.,

2009), which stipulates that Internet use hampers happiness because

online social interactions do not fully replace offline social interactions,

thus leading to alienation, loneliness, and depression (Kraut et al., 1998;

Nie & Hillygus, 2002). In line with several prior studies (Greenfield, 2014;

Putnam, 2000; Turkle, 2011), Wallsten (2015) showed that 1min of

online web browsing reduces offline social interactions by 0.05min.

After years of offering digital applications and products specifi-

cally designed to capture and monetize attention, the tech giants are

starting to consider the well‐being of users. Google found that 70%

of people wanted help with their digital well‐being. Google has de-

veloped a set of useful tools for Android users who want to find the

right balance with the technology. Google has described the tools as

part of its new “digital well‐being” initiative, in which it focuses on

helping people be healthier in their real and digital lives. The literature

shows that people can indicate their happiness in two ways: report

on their current global happiness (Kahneman et al., 1999) or report

their happiness related to a specific topic (Raghunathan & Irwin,

2001). With a simple word count analysis, researchers also can

evaluate Internet users’ happiness (Ludwig et al., 2013).

For example, if users feel more positive emotions than negative

ones while browsing websites, their website‐related happiness

should increase their happiness with the Internet overall (Ong et al.,

2015). Diener (2009) similarly argues that positive experiences lead

to more happiness. Because different types of trust and happiness

generally are positively related (Sirgy, 2012), we hypothesize that

trust beliefs improve global affective evaluations of Internet experi-

ences. In contrast, greater information collection concerns, pertaining

to the amount of individual‐specific data possessed by firms, likely

increase risk beliefs, which should decrease global affective evalua-

tions of Internet experiences. Thus:

H3a: Trust beliefs increase happiness with the Internet.

H3b: Risk beliefs decrease happiness with the Internet.

H3c: Information collection concerns decrease happiness with the

Internet.
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2.3 | Happiness with the Internet as a driver of the
personalization–privacy paradox

According to construal level theory (Trope & Liberman, 2000, 2003),

psychological distance changes the level of abstraction, such that

events that take place in the near future are perceived as concrete,

whereas those further distant in time are perceived as abstract. These

levels of abstraction affect both attribute weights (Liberman & Trope,

1998; Soman, 1998) and decision processes (Förster et al., 2004;

Malkoc et al., 2005). Greater psychological distance implies seeing a

bigger picture (Bar‐Anan et al., 2006; Liberman et al., 2002; Trope &

Liberman, 2003; Trope et al., 2007). The construal level also might be

related to happiness, because affective states shape the level at

which people construe events too (Chen & Wyer, 2015; Williams

et al., 2014). Being happier implies a focus on “why” (abstract level)

rather than “how” (concrete level) to perform a task (Labroo &

Patrick, 2009). For example, positive affect increases abstract

thinking, whereas negative affect promotes immediate, concrete

concerns (Labroo & Patrick, 2009). Being happier means increased

abstract construal and reduced effort to process concrete informa-

tion (Labroo & Patrick, 2009); happy people increase both their ef-

forts to reach future well‐being and their openness to information

(Aspinwall, 1998; Bakamitsos, 2006; Bless et al., 1996; Isen, 2001;

Roehm & Sternthal, 2001). They also focus less on details when

processing information (Schwarz et al., 1991), keep important choice

attributes in mind (Etkin & Ghosh, 2018), and process global in-

formation more easily (Gasper & Clore, 2002). Greater happiness

reduces the cognitive resources devoted to information processing,

implying more heuristically based decisions (Dinev et al., 2015). Fi-

nally, being happy creates a sense that situations are benign (Schwarz

& Clore, 1983), and benign situations are perceived as psychologically

distant (Herzog et al., 2007; Trope et al., 2007), so happier Internet

users likely take future rewards in social exchanges (e.g., personali-

zation) into greater consideration.

In turn, when they are functioning at an abstract level, people

prefer to make decisions based on the desirability of the outcome,

despite any imperfections, rather than on its feasibility (M. Zhao et al.,

2007). This tendency may strengthen the weights of both benefits

(personalization) and costs (privacy loss). However, when they are

happy, people enjoy that pleasant state and perform tasks with little

effort but a high level of confidence in the outcome (Briñol et al.,

2007; C. A. Smith & Ellsworth, 1985); they do not perceive a need to

devote substantial efforts to secure the beneficial outcomes of a

decision (Ellsworth & Smith, 1988). According to construal level

theory, such a sense of self‐control encourages people to focus on

abstract outcomes (Fujita et al., 2006), such as rewards of a social

exchange. In turn, we hypothesize:

H4: Happiness with the Internet increases people's willingness to

disclose information in exchange for personalization.

Furthermore, Malhotra et al. (2004) indicate that risk and trust

beliefs mediate decision‐making processes. Researchers in marketing

have long established a key role of affect in decision making

(Hirschman & Holbrook, 1982; Holbrook & Hirschman, 1982;

Thompson et al., 1989). Therefore, we anticipate that happiness with

the Internet is a mediator in our model.

H5: Happiness with the Internet mediates the effects of information

collection concerns on consumers’ willingness to disclose in-

formation in exchange for personalization.

In line with social exchange theory (Blau, 1964), we acknowledge

the role of reciprocity, operationalized by a proxy (i.e., experience

sharing frequency), to highlight the boundary conditions of our in-

tegrated model.

2.4 | Shaping the psychology of the
personalization–privacy paradox via reciprocity

Studies of happiness also need to include individual variables (Mitchell

et al., 2011). In particular, experience sharing (e.g., rating or reviewing

products and services online) provides higher happiness (Chiu et al., 2006;

Zheng et al., 2013); even the possibility of sharing experiences and their

expected value for others relate to happiness (K. Zhao et al., 2013). For

example, word of mouth represents a form of experience sharing that is

critical to the flow of market information (Frenzen & Nakamoto, 1993)

and also constitutes a form of social exchange (Gatignon & Robertson,

1986). Consumers who rate and review products or services are active

contributors (Munzel & Kunz, 2014), and they expect social rewards in

return (e.g., social approval, respect, increased status) (Wasko & Faraj,

2005). Firms rely on such user‐generated content to develop more

competitive market offerings (Netzer et al., 2012) and to provide better

value to consumers (Chevalier & Mayzlin, 2006). Thus word‐of‐mouth

creators engage in specific social exchanges with regard to personaliza-

tion, prompting a sense of reciprocity (Blau, 1964). Reciprocal inter-

dependence defines social relationships (Jones, 1976) by shaping the

pattern of the social exchange (Gouldner, 1960). It is thus important for

firms to mitigate the consequences of privacy concerns (Bleier et al.,

2020). In our research model, as depicted in Figure 1, the paths from

information collection concerns (consumer antecedent; Martin &Murphy,

2017) to willingness to disclose information in exchange for personali-

zation (consumer outcome; Martin & Murphy, 2017) reflect the psy-

chology of social exchange, in which a sense of reciprocity should have

beneficial effects. Formally:

H6: Experience sharing frequency moderates the indirect effect

from consumers’ information collection concerns to their will-

ingness to disclose information in exchange for personalization.

2.5 | Control variables

Based on the privacy literature (Malhotra et al., 2004; H. J. Smith

et al., 1996), we control for demographics (i.e., gender, age, and
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education) and digital literacy as they are key covariates in such

model. To make sure that we robustly estimate the effect of happi-

ness with the Internet, we also control for the overall subjective well‐

being of the consumers (i.e., positive and negative affects from the

day before and life satisfaction) (Munzel et al., 2018).

3 | METHODOLOGY

3.1 | Sample

In a collaboration with a large consumer panel provider, we administered

questionnaires online, in November 2014, to a representative pool of

French consumers (Table 1). The resulting sample of 649 respondents is

demographically representative, according to the French statistical office

(INSEE, 2015, 2016), as well as with regard to their use of social net-

working sites (SNS) (We Are Social, 2014) and life satisfaction (Roser,

2016). Because experience sharing is a social activity (Munzel & Kunz,

2014), SNS use constitutes a relevant online social characteristic of re-

spondents. Because happiness and life satisfaction relate strongly (Lucas

et al., 1996), it also was relevant to assess life satisfaction.

3.2 | Measurement instruments

The measurement scales all came from prior literature. For information

collection concerns (e.g., “It usually bothers me when websites ask me for

personal information”), trust beliefs (e.g., “Websites in general would be

trustworthy in handling my personal information”), and risk beliefs (e.g.,

“In general, it would be risky to give my personal information to web-

sites”), we adapted measures fromHong and Thong (2013). For happiness

with the Internet (e.g., “In general, the Internet contributes to my feeling

happy”), we used a measure from Niedermeier (2015). The measure for

Internet literacy (e.g., “I can shop online”) came from Faurie and Leemput

(2007), and that for willingness to disclose information in exchange for

personalization was inspired by Toch et al.'s (2012) study. All the con-

structs were measured with multi‐item Likert scales (1 = “strongly dis-

agree” to 7 = “strongly agree”). In addition, to measure experience sharing,

we used a frequency assessment (“How often do you use the Internet on

computers, laptops, smartphones or tablets to share your experiences?”).

Finally, similar to Munzel et al. (2018), we operationalize subjective

F IGURE 1 Research model

TABLE 1 Sample characteristics

Percentage France

Gender

Male 51.2 49.0

Female 48.8 51.0

Age, years

18–24 14.9 13.0

25–34 21.0 20.0

35–49 33.6 33.0

50–65 30.5 34.0

Level of education

Secondary school diploma 22.5 35.0

A‐level 22.5 24.0

University degree 55.0 41.0

SNS use

Facebook 85.5 74.0

Twitter 24.5 24.0

Google+ 37.8 35.0

Life satisfaction

Cantril ladder (0–10) 6.53 6.47
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well‐being by combining life satisfaction measures (Diener et al., 1985)

with the Positive and Negative Affect Schedule (Watson et al., 1988).

3.3 | Assessment of the measurement model

As recommended in prior literature (Anderson & Gerbing, 1988), we as-

sessed the measurement model by conducting a confirmatory factor

analysis in AMOS. The model achieved good fit (χ² = 433.516, df=154,

goodness‐of‐fit index =0.937, adjusted goodness‐of‐fit index = 0.915,

root mean square error of approximation = 0.053, Tucker‐Lewis index =

0.968, confirmatory fit index =0.974) (Bearden et al., 1993), and all the

psychometric properties of the measures were satisfied: reliability (Jor-

eskog's ρ greater than 0.7), convergent validity (ρvc around or above 0.5;

Bagozzi & Yi, 1988) and discriminant validity (ρvc greater than squared

correlation; Fornell & Larcker, 1981) (see Appendices A and B).

3.4 | Common method variance

As the data were collected from a single source, there was a risk of

common method variance (Podsakoff et al., 2003). First, to reduce

apprehension (Podsakoff et al., 2003), the respondents were told that

we would maintain their anonymity and that their responses would

be used for an academic purpose only. Second, the correlation matrix

(Appendix B) shows that the constructs are not too highly correlated

(Bagozzi et al., 1991). Third, we used a Harman single‐factor test

(Harman, 1967) by conducting an unrotated factor analysis with the

items of the four latent constructs (i.e., happiness with the Internet,

trust beliefs, information collection concerns, and willingness to dis-

close information for personalization). Based on the Kaiser criterion

(i.e., eigenvalues above 1), the results showed the presence of four

components. The variance explained by the first component re-

presents 29.65% of the total variance. Thus, these considerations

show that common method variance is unlikely to be an issue.

4 | RESULTS

4.1 | Model estimation

We estimated the model with the PROCESS macro (Hayes, 2017) in

SPSS, using the percentile method and 5,000 bootstrap samples (X.

Zhao et al., 2010). The syntax of the model is as follows:

processy = Disclosure/m = Trust Risk Happiness/x

= Concerns/cov = Gender Age Education

PosAffect NegAffect LifeSatisfaction DigitalLiteracy

/conf = 95/bmatrix = 1, 1, 0, 1, 1, 1, 0, 1, 1, 1.

Table 2 contains the coefficients for the relationships among the

model variables. The model explains 38% of the variance in will-

ingness to disclose information in exchange for personalization.

In line with H1a and H1b, trust beliefs relate positively to a

willingness to disclose information in exchange for personalization

(B = 0.26, p < 0.001), whereas risk beliefs do not (B = −0.16,

p < 0.001). The negative relationship between information collec-

tion concerns and trust beliefs is not significant (B = −0.06,

p > 0.05), so we cannot confirm H2a. However, in support of H2b,

information collection concerns significantly increase risk beliefs

(B = 0.62, p < 0.001). As expected, the impact of trust beliefs on

happiness with the Internet is positive and significant (B = 0.19,

p < 0.001), in line with H3a, but risk beliefs have no significant

impact (B = 0.00, p > 0.05), so we cannot confirm H3b. In support

of H3c, information collection concerns have a negative effect on

happiness with the Internet (B = −0.11, p < 0.05). As we predicted

in H4, happiness with the Internet leads to a higher willingness to

disclose information in exchange for personalization (B = 0.33,

p < 0.001; Table 2).

We also find significant relationships between some control

variables and willingness to disclose information in exchange for

personalization: Life satisfaction (B = 0.07, p < 0.05) has a positive

and significant impact, but Internet literacy is significantly and

negatively related to this willingness (B = −0.14, p < 0.01). Will-

ingness to disclose information is not significantly affected by

gender (B = 0.13, p > 0.05), age (B = −0.07, p > 0.05), education

(B = 0.11, p > 0.05), positive affect (B = 0.01, p > 0.05), or negative

affect (B = 0.02, p > 0.05) though.

4.2 | Mediation analysis

To test H5, which stipulates that happiness with the Internet med-

iates the negative effects of information collection concerns on

willingness to disclose information in exchange for personalization,

we ran mediation analyses with the PROCESS macro (Hayes, 2017),

without the moderating variable (i.e., experience sharing frequency).

In addition to observing the total indirect effect, we can examine the

specific indirect effects that run through the different paths of our

research model.

The results in Table 3 show that the total indirect effect, from

information collection concerns to willingness to disclose informa-

tion, is negative and significant (B = −0.19, p < 0.01, 99% bootstrap

confidence interval [CI] [−0.29, −0.10]). In particular, the indirect

effects Ind3 (B = −0.05, p < 0.05, 95% bootstrap CI [−0.10, −0.01])

and Ind4 (B = −0.01, p < 0.05, 95% bootstrap CI [−0.02, −0.00]) that

run through happiness with the Internet are significant, in support of

H5. Happiness with the Internet thus mediates the effects of in-

formation collection concerns on consumers’ willingness to disclose

information in exchange for personalization.

4.3 | Moderated mediation analysis

We formulated a moderated mediation hypothesis (H6) and

therefore also adopt the PROCESS macro (Hayes, 2017) to
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investigate simultaneous effects. The syntax for the model is as

follows:

process y = Disclosure/m =Trust Risk

Happiness/x = Concerns/w = SharingExp

/cov = Gender Age Education PosAffect

NegAffect LifeSatisfaction DigitalLiteracy /center = 1/conf

= 95/bmatrix

= 1, 1, 0, 1, 1, 1, 0, 1, 1, 1/wmatrix

= 1, 0, 0, 1, 0, 0, 0, 0, 0, 1.

Regarding H6, which stipulates that experience sharing fre-

quency moderates the indirect effects that run from information

collection concerns to willingness to disclose information for perso-

nalization, the analyses indicate the moderation of some direct ef-

fects. First, the negative effect of information collection on trust

beliefs is significantly weakened when experience sharing frequency

increases (B = 0.06, p < 0.01), as is its negative effect on happiness

with the Internet (B = 0.04, p < 0.05). Second, the positive effect of

happiness with the Internet on willingness to disclose information

grows stronger when the level of experience sharing frequency is

higher (B = 0.05, p < 0.01).

The bootstrap CI refer to three levels of the moderator: low

(16th percentile), medium (50th percentile), and high (86th percen-

tile). Regarding the four indirect effects that run from information

collection concerns to willingness to disclose information, through

either happiness with the Internet (i.e., Ind3, Ind4, and Ind5 inTable 4)

or trust beliefs (Ind1), we find that when the level of experience

sharing frequency is high, none is significant. The more people sense

reciprocity in online social exchanges, the less information collection

concerns affect their decision‐making when it comes to

personalization–privacy trade‐offs.

5 | DISCUSSION

5.1 | Main findings

Extant literature has shown that happiness with the Internet is only

one motivator among many when it comes to decision making

TABLE 2 Model estimation results (H1–H4 and H6)

Mediating variables Dependent variable
RB TB HAPPY WDIP

Focal variables

ICC 0.62***(H2b) −0.06ns (H2a) −0.11* (H3c)

RB 0.00ns (H3b) −0.16*** (H1b)

TB 0.19*** (H3a) 0.26*** (H1a)

HAPPY 0.33*** (H4)

ESF 0.20*** 0.11*** 0.17***

ICC*ESF 0.06** (H6) 0.04* (H6)

HAPPY*ESF 0.05** (H6)

Control variables

Demographics

Gender −0.05ns 0.15ns −0.04ns 0.13ns

Age 0.12** −0.04ns 0.02ns −0.07ns

Education −0.02ns −0.20** −0.05ns 0.11ns

SWB

LS 0.04ns 0.16*** 0.05ns 0.07*

PA −0.04ns 0.01ns 0.00ns 0.01ns

NA 0.08** 0.06ns 0.02ns 0.02ns

Internet literacy −0.06ns 0.00ns 0.35*** −0.14**

R² 0.39 0.14 0.19 0.38

ΔR² 0.013 (ΔF(1,
638) = 9.21, p < 0.01)

0.007 (ΔF(1,
636) = 5.41, p < 0.05)

0.007 (ΔF(1,
636) = 7.49, p < 0.01)

Abbreviations: ESF, experience sharing frequency; HAPPY, happiness; ICC, information collection concerns; LS, life satisfaction; NA, negative affect; PA,
positive affect; RB, risk beliefs; SWB, subjective well‐being; TB, trust beliefs; WDIP, willingness to disclose information in exchange for personalization.

***p < 0.001; **p < 0.01; *p < 0.05; ns, not significant.
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(Benjamin et al., 2012). We offer further insights by demonstrating

that, in a privacy framework, happiness with the Internet is the

strongest driver of consumers’ willingness to disclose information in

exchange for personalization, surpassing even the more widely used

privacy‐related constructs (i.e., trust and risk beliefs). In particular, we

clarify that the positive effect of happiness with the Internet on will-

ingness to disclose information in exchange for personalization is

strengthened by reciprocity, captured as experience sharing frequency.

That is, reciprocity increases the weight of a psychologically distant

benefit (i.e., personalization) in the personalization–privacy trade‐off.

The statistical analyses also highlight an unexpected non-

significant relationship: The negative effect of information collection

concerns on trust beliefs is not significant, due to the significant

moderating effect of experience sharing frequency, as a proxy of

reciprocity (Table 2). When the level of experience sharing frequency

is low or moderate, the negative relationship exists and is significant.

However, when the level is high (i.e., when users feel strong re-

ciprocity online), the relationship is no longer significant. We thus

show that reciprocity can undermine the negative effect of in-

formation collection concerns on trust beliefs, in line with social ex-

change theory's prioritization of the valuable role of reciprocity

(Blau, 1964).

5.2 | Theoretical implications

To the best of our knowledge, this study is the first to combine social

exchange theory (Blau, 1964) with construal level theory (Trope &

Liberman, 2000, 2003) in a marketing context to investigate the

central role of happiness with the Internet in the

personalization–privacy trade‐off. Disclosing information to obtain

personalization benefits constitutes a social exchange (Martin &

Murphy, 2017), in which the reward (i.e., personalization) is delayed

in time. A social exchange inherently implies a long‐term relationship,

because of the psychological distance between entering into a social

exchange and obtaining the reward. By leveraging construal level

theory, we argue that affective states, such as happiness with the

Internet, have powerful effects on the personalization–privacy trade‐

off, specifically due to this psychological distance (Chen & Wyer,

2015; Labroo & Patrick, 2009; Williams et al., 2014). With this study,

we demonstrate that happiness with the Internet has a positive effect

on willingness to disclose information, because happier consumers

focus more on the desirability of an outcome, even if an imperfect

one (M. Zhao et al., 2007).

For privacy literature, we also offer some novel insights. Happi-

ness with the Internet might not be the sole motivator in a decision‐

making process (Benjamin et al., 2012), but consumers’ happiness can

strongly guide their decisions (Bagozzi & Nataraajan, 2000), so we

integrate this notion with a privacy framework from IS literature

TABLE 3 Mediation analysis results (H5)

95% CI 99% CI
Effect Lower Upper Lower Upper

Total (H5) −0.19** −0.27 −0.12 −0.29 −0.10

Ind1 −0.04* −0.08 −0.00 −0.09 0.01

Ind2 −0.10** −0.16 −0.04 −0.18 −0.03

Ind3 −0.05* −0.10 −0.01 −0.11 0.01

Ind4 −0.01* −0.02 −0.00 −0.02 0.00

Ind5 0.00ns −0.02 0.03 −0.03 0.04

Note: Ind1: ICC→ TRUST→WDIP.

Ind2: ICC→ RISK→WDIP.

Ind3: ICC→HAPPY→WDIP.

Ind4: ICC→ TRUST→HAPPY→WDIP.

Ind5: ICC→ RISK→HAPPY→WDIP.

Abbreviations: CI, confidence interval; HAPPY, happiness; ICC,
information collection concerns; RB, risk beliefs; TB, trust beliefs; WDIP,
willingness to disclose information in exchange for personalization.

**p < 0.01; *p < 0.05; ns, not significant.

TABLE 4 Moderated mediation analysis results (H6)

95% CI 99% CI
Level of ESF Effect Lower Upper Lower Upper

Ind1

Low −0.05** −0.10 −0.01 −0.11 −0.00

Medium −0.03* −0.07 −0.00 −0.09 0.00

High 0.03ns −0.02 0.08 −0.03 0.09

Ind2 −0.10** −0.16 −0.04 −0.17 −0.03

Ind3

Low −0.04* −0.09 −0.01 −0.11 0.00

Medium −0.04* −0.09 −0.01 −0.10 0.00

High 0.01ns −0.07 0.08 −0.10 0.11

Ind4

Low −0.01** −0.02 −0.00 −0.02 −0.00

Medium −0.01* −0.01 −0.00 −0.02 0.00

High 0.01ns −0.01 0.03 −0.01 0.04

Ind5

Low 0.00ns −0.02 0.02 −0.02 0.02

Medium 0.00ns −0.02 0.02 −0.02 0.03

High 0.00ns −0.03 0.03 −0.04 0.05

Note: Ind1: ICC→ TRUST→WDIP.

Ind2: ICC→ RISK→WDIP.

Ind3: ICC→HAPPY→WDIP.

Ind4: ICC→ TRUST→HAPPY→WDIP.

Ind5: ICC→ RISK→HAPPY→WDIP.

Abbreviations: CI, confidence interval; ESF, experience sharing frequency;

HAPPY, happiness; ICC, information collection concerns; RB, risk beliefs;
TB, trust beliefs; WDIP, willingness to disclose information in exchange
for personalization.

**p < 0.01; *p < 0.05; ns, not significant.
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(Malhotra et al., 2004) that is valuable but limited to cognitive factors.

That is, privacy literature often prioritizes trust and risk beliefs as

mediators of privacy‐related decision making (Bélanger & Crossler,

2011), and we add happiness with the Internet as another key

mediator. This affect‐related construct even emerges as a potentially

stronger driver of personalization–privacy trade‐offs than the con-

ventional, cognitive constructs reflecting trust and risk beliefs.

Furthermore, by integrating experience sharing frequency as a

moderator, to proxy for reciprocity in online exchanges, we contribute

to e‐marketing literature (Taylor & Strutton, 2010) and establish some

boundary conditions for IS models (e.g., Malhotra et al. (2004). In line

with social exchange theory, we identify a valuable role of reciprocity in

privacy‐related frameworks (Schumann et al., 2014). Privacy‐related

decision‐making processes are less affected by privacy concerns when

the level of reciprocity increases. Specifically, we find that reciprocity

exerts beneficial effects on the social exchange (i.e., paths from in-

formation collection concerns to willingness to disclose information in

exchange for personalization; (Martin & Murphy, 2017).

5.3 | Managerial implications

Since September 2019, manufacturers are required to integrate an

addiction control application into smartphones. Google has put online

the Digital Wellbeing Experiments platform, where designers and

developers can share ideas and experimental tools to “help people

find a better balance with technology.” It is nothing less than an

initiative to encourage designers and developers to incorporate di-

gital well‐being into their products. The unfair advantage of Google

Wellbeing is that it collects more accurate and granular usage data

than any third‐party application. Indeed, embedded in the Android

operating system, Wellbeing measures the screen time used for each

application and shares it with the relevant developers. By making

users aware of their consumption habits, Google intends to enable

them to change their behavior.

Considering the significance of privacy concerns for determining

buyers’ purchase behaviors, managers must identify when and whether

their firms’ information collection methods and technologies are in-

creasing consumers’ privacy concerns. In particular, they should ac-

knowledge that consumers engage in cost–benefit analyses and ensure

that any information collection provides more benefits than costs asso-

ciated with giving up personal data. If firms use IS that appear to invade

buyers’ privacy, without providing substantial benefits for shoppers in the

form of personalized products and customer services that increase their

happiness with the Internet, it likely will provoke stronger privacy con-

cerns and limit purchase behaviors. If instead customers gain significant

personalization benefits in exchange for their personal information, which

enhance their happiness with the Internet, their privacy concerns may

diminish (Inman & Nikolova, 2017). Ultimately, the extent to which con-

sumers share their experiences online depends on the tension between

their costs (privacy loss) and benefits (personalization). This important

managerial implication for platform providers, which rely on long tails in

their markets, can help them devise appropriate methods to gain access

to more and higher quality data, to improve their recommender systems,

and thus enhance customer satisfaction.

5.4 | Limitations and further research

The survey was administered to a representative sample, but beha-

vioral data could provide further insights. Literature pertaining to the

privacy paradox (Norberg et al., 2007) has shown that intentions do

not necessarily correlate with information disclosure behaviors. In

line with social exchange theory, we identify experience sharing

frequency as a valuable moderator, so further research might in-

vestigate its potential moderating effect on the link between inten-

tions and behaviors. In addition, though our model takes a further

step toward understanding the tension between privacy and perso-

nalization, it may be overly general. More contextualized models

might investigate happiness with the Internet and experience sharing

frequency on different types of digital platforms (e.g., marketplaces,

social networks, collaborative platforms). Finally, we call for further

research that not only investigates the role of happiness with the

Internet but also improves its measurement. It remains complex for

researchers to capture consumer happiness with the Internet, and the

measure we use might constitute a limitation of our study. Happiness

obtained on the Internet is an evolving concept, especially as new

digital technologies continue to emerge. One way to avoid potential

methodological artifacts in further research might be to implement

natural language processing. This would help researchers to use text

mining to measure concepts such as trust/fear/joy (cf. https://www.

saifmohammad.com/WebPages/NRC-Emotion-Lexicon.htm) or hap-

piness (cf. www.hedonometer.org).

Further research should investigate the personalization based on

sensitive data. According to Article 9 of the GDPR, the processing of

personal data revealing racial or ethnic origin, political opinions, religious

or philosophical beliefs or trade union membership, as well as the pro-

cessing of genetic data, biometric data for the purpose of uniquely

identifying a natural person, data concerning health, or data concerning

the sex life or sexual orientation of a natural person, are prohibited.

However, this did not prevent the Muslim Pro application, which claims

98 million users in more than 150 countries, to sell geolocation data, for

marketing purpose, to a third‐party broker, a supplier to the US military

(Vice, 2020).
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APPENDIX A

TABLE A1 Quality of the
measurement instruments

ρ AVE IR

Information collection concerns 0.86 0.68

It usually bothers me when websites ask me for personal information. 0.76

When websites ask me for personal information, I sometimes think twice
before providing it

0.84

I am concerned that websites are collecting too much personal information
about me

0.88

Risk beliefs 0.91 0.77

In general, it would be risky to give my personal information to websites. 0.89

There would be too much uncertainty associated with giving my personal
information websites

0.94

Providing websites with my personal information would involve many
unexpected problems

0.80

Trust beliefs 0.93 0.81

Websites in general would be trustworthy in handling my personal
information.

0.90

Websites would keep my best interests in mind when dealing with my
personal information

0.94

Websites would fulfill their promises related to my personal information. 0.86

Happiness 0.91 0.77

Using the Internet makes me feel well 0.90

In general, the Internet contributes to my feeling of happiness 0.93

Compared to other media (e.g., TV, radio, magazines), the Internet makes me
feel happier

0.80

Internet literacy 0.95 0.80

I can search information online 0.94

I can read news online 0.96

I can write and read e‐mails 0.91

I can shop online 0.87

I can carry out banking operations online 0.79

Willingness to disclose information for personalization 0.85 0.66

I intend to disclose my personal information if the company recommends me
products or services that are based on…

… my purchasing behavior and my search history performed on its website 0.78

… the brand preferences (Likes) of my Facebook friends 0.83

… my geolocation once activated on my smartphone, my computer or my
tablet

0.82

Note: ρ, Joreskog's ρ.

Abbreviations: AVE, average variance extracted; IR, indicator reliability.
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APPENDIX B

TABLE B1 Descriptive statistics and discriminant validity

M SD ICC RB TB HAPPY IL WDIP

ICC 5.39 1.33 0.68

RB 5.07 1.33 0.48 0.77

TB 3.71 1.54 0.01 0.00 0.81

HAPPY 4.74 1.41 0.00 0.00 0.08 0.77

IL 6.13 1.27 0.23 0.08 0.00 0.07 0.80

WDIP 3.39 1.58 0.12 0.04 0.23 0.18 0.01 0.66

Note: Discriminant validity is reflected by the ρvc values on the diagonal
and squared correlations between constructs in the lower left angle.

Abbreviations: HAPPY, happiness; ICC, information collection concerns;

IL, Internet literacy; RB, risk beliefs; TB, trust beliefs; WDIP, willingness to
disclose information in exchange for personalization.
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